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Abstract 

Criminals and their vicious acts are nearly all known to society but as time has passed the 

miscreants have adapted to become smarter and more advanced than ever before, after the rise of 

artificial intelligence and its availability to the public this has led to most of the consequences. 

Silicon syndicates, a term introduced in this paper, is Introduced to explain how the collaboration 

between organised crime cartels and AI poses a great threat to the modern-day world. We track 

the evolution of artificial intelligence technologies leading to the formation of alliances between 

modern-day criminals and the most recent advancements in science and engineering, drawing on 

historical approaches to the idea of organised crime. 

 

Examination of the different facets surrounding these organisations particularly Drug Trade, 

Cybercrime, Espionage, and other forms of organised crime is how Silicon Syndicates are 

investigated. Case examples from the actual world illustrate how organised crime functions and 

collaborates with others. We will try to analyse how AI may affect more conventional crimes 

including cyberattacks, autonomous systems, and the use of cryptocurrency for money 

laundering. Assessing the social ramifications of this intricate link to national security as well as 

ethical concerns. Considering newly appearing threats, this outlines existing measures and offers 

suggestions for bolstering cyber security and laws. Prominent case studies provide empirical 

insights into instances of cooperation that highlight related outcomes and transferable lessons. In 

summary, the research expands on prior understanding of Silicon syndicates while providing 

more insight into how these organised crime groups engage with artificial intelligence. This study 

has three main goals: it predicts future trends, identifies potential threats at the nexus of 

technology and crime, and provides recommendations for mitigating newly formed risks. 

 

Keywords: Artificial Intelligence, Cybercrime, Cybersecurity, Drug Trade, Ethical Concerns. 
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I. Introduction: Unmasking the Enigma of Silicon Syndicates 

A. Background and Context  

The accelerating integration of artificial intelligence (AI) into various facets of society marks a 

pivotal era in technological advancement. From autonomous vehicles to personalized 

recommendations, AI has become an indispensable tool shaping our daily lives. However, as the 

influence of AI continues to grow, so does the concern about its potential misuse. A shadow 

looms over the technological landscape, hinting at a darker side of the infiltration of organized 

crime into the realms of AI development and deployment. 

 

The juxtaposition of innovative technology and criminal intent raises profound questions about 

the ethical implications and security risks associated with AI. While AI promises unparalleled 

progress, the clandestine collaboration between organized crime cartels and technology presents 

a sobering reality that demands meticulous examination. 

 

A question arises what can be considered as an AI? AI involves making a machine exhibit 

behaviour deemed intelligent if performed by a human.1 It is essential to note, as argued by 

Floridi2, that this definition is counterfactual the machine's behaviour is considered intelligent, 

but it does not imply the machine's actual intelligence or thought processes. This perspective 

aligns with the Turing test3, evaluating a machine's ability to achieve outcomes indistinguishable 

from those of a human agent.4 

 

AI, in this context, is characterized by outcomes and actions rather than intrinsic intelligence or 

cognition. The definition encompasses a spectrum of applications featuring interactive, 

autonomous, and self-learning agents capable of handling tasks that traditionally require human 

intelligence.5  

 

Before going on with the paper the question arises what is organised crime? Intricately linked are 

                                                      
1 John McCarthy et al., A proposal for the Dartmouth Summer Research Project on Artificial Intelligence, August 

31, 1955 AI Magazine, https://ojs.aaai.org/aimagazine/index.php/aimagazine/article/view/1904 (last visited Dec 28, 

2023). 
2 Luciano Floridi, Digital’s cleaving power and its consequences, 30 Philosophy &amp; Technology 123–129 

(2017). 
3 Luciano Floridi, Mariarosaria Taddeo & Matteo Turilli, Turing’s imitation game: Still an impossible challenge 

for all machines and some judges––an evaluation of the 2008 Loebner Contest, 19 Minds and Machines 145–150 

(2008). 
4 Thomas C. King et al., Artificial Intelligence Crime: An interdisciplinary analysis of foreseeable threats and 

solutions, 26 Science and Engineering Ethics 89–120 (2019). 
5 Ibid. 
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the same definitional problems when trying to understand the group element of organised crime 

In the scholarly discourse on organized crime, diverse perspectives and definitions contribute to 

the complexity of understanding criminal organizations. Baker6, Finckenauer7 and Harfield8 offer 

distinct viewpoints that underscore the wide-ranging interpretations of what constitutes 

"organized crime." A notable observation from Levi9, a prominent researcher in the field, 

accentuates the broad spectrum encapsulated by the term "organized crime," as defined by entities 

such as the European Union (EU) or the United Nations (UN). Levi remarks that this definition 

spans from major Italian syndicates to smaller, seemingly less menacing groups, such as three 

burglars operating a window cleaning business.10 

  

While conventional wisdom suggests that organized crime involves deliberate collaboration 

among offenders11, recent research challenges the notion that such groups must adhere strictly to 

a formal or hierarchical structure12. Despite the evolving conceptualization, the prevailing 

definitions share a common thread typically, a group consists of three or more offenders engaged 

in serious criminal activities over an extended period as stated by UN13, Ponsaers et al.14. 

Additional criteria often include elements such as violence, corruption, or instilling fear as stated 

by Interpol15 and Fijnaut16, as well as a focus on profit-generation as added by.17 

  

B. Purpose of the Paper 

This paper aims to unravel the enigmatic connection between organized crime cartels and the 

burgeoning field of artificial intelligence. The objective is twofold: first, to meticulously 

investigate the alleged ties between organized crime and AI, and second, to shed light on the 

                                                      
6 Estella Baker, The legal regulation of Transnational Organised Crime, Transnational Organised Crime 197–208 

(2004). 
7 James O. Finckenauer, Problems of definition: What is organized crime?, 8 Trends in Organized Crime 63–83 

(2005). 
8 Clive Harfield, The organization of “organized crime policing” and its international context, 8 Criminology &amp; 

Criminal Justice 483–507 (2008). 
9 Michael Levi, Policing fraud and organised crime, Handbook of Policing 522–552 (2008). 
10 Trudy Sullivan et al., Prioritising the investigation of organised crime, 30 Policing and Society, 327–348 (2018)  
11 United Nations Convention against Transnational Organized Crime, United Nations : Office on Drugs and Crime 

(2000), https://www.unodc.org/unodc/en/organized-crime/intro/UNTOC.html (last visited Jan 4, 2024). 
12 Michael McGuire, Detica Research Report on organised crime BAE Systems | International (2012), 

https://www.baesystems.com/en/article/bae-systems-research-reveals-the-real-perpetrators-of-digital-crime (last 

visited Jan 4, 2024). 
13 Supra 11. 
14 Paul Ponsaers, Joanna Shapland & Colin C. Williams, Does the informal economy link to organised crime?, 35 

International Journal of Social Economics 644–650 (2008). 
15 Organized crime, INTERPOL, https://www.interpol.int/Crimes/Organized-crime (last visited Jan 4, 2024). 
16 Cyrille J.C.F. Fijnaut et al., Organized crime in the Netherlands, The Hague: Kluwer Law International. (1998). 
17 Ibid. 
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potential risks and consequences emanating from this unholy alliance. 

1. Investigating the Alleged Connection between Organized Crime Cartels and AI: The 

exploration of the alleged collaboration between organized crime and AI seeks to decipher 

the motivations, strategies, and implications of criminal entities engaging with innovative 

technology. By understanding the intricacies of this connection, we aim to expose the 

underlying mechanisms and relationships that might compromise the integrity of AI 

systems. 

2. Identifying Potential Risks and Consequences: Beyond the investigative aspect, this paper 

endeavours to delineate the risks posed by the infiltration of organized crime into AI. 

These risks encompass a spectrum of challenges, including threats to cybersecurity, the 

potential weaponization of AI for criminal activities, and the erosion of ethical standards 

in the development and deployment of AI technologies. 

 

C. Significance of the Study 

The significance of this study extends beyond the academic realm, touching upon critical issues 

that resonate with the broader societal and technological landscape. 

1. Implications for Cybersecurity: As AI becomes increasingly intertwined with critical 

infrastructure and sensitive data, the infiltration of organized crime into this domain poses 

severe threats to cybersecurity. Understanding the tactics employed by criminal 

syndicates in exploiting AI for malicious purposes is paramount for developing robust 

defence mechanisms to safeguard against cyber threats. 

2. Impact on Ethical AI Development and Deployment: Ethical considerations in AI 

development are pivotal for ensuring responsible and equitable use of technology. The 

potential collaboration between organized crime and AI introduces a new dimension to 

ethical discourse, requiring a nuanced understanding of how criminal intent might 

influence technological innovation. This study aims to illuminate the ethical challenges 

posed by the intersection of organized crime and AI, contributing to the ongoing dialogue 

on responsible AI development and deployment. 

 

D. Scope and Limitations  

1. Clarifying the Boundaries of the Study: This investigation operates within specific 

parameters to ensure a focused and coherent exploration of the nexus between organized 

crime cartels and the rise of artificial intelligence. The study primarily concentrates on 

documented instances, existing literature, and established cases that shed light on the 
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potential connections between organized crime and AI. While acknowledging the 

dynamic nature of technology and crime, the scope of this paper is bounded by the 

available secondary sources, such as academic journals, articles, and blogs. 

2. Acknowledging Potential Challenges in Accessing Sensitive Information: The study 

acknowledges the inherent challenges associated with accessing sensitive information 

related to organized crime activities. Organized crime networks operate covertly, and their 

involvement in AI activities may not always be readily discernible from publicly available 

sources. As a result, the study heavily relies on secondary sources, which may limit the 

depth of insight into certain covert collaborations between criminal entities and AI. 

While these limitations define the boundaries of the study, they also serve as a call to 

action for future research endeavours, emphasizing the need for interdisciplinary 

collaboration and the development of new methodologies to pierce through the veil of 

secrecy surrounding organized crime's involvement in the AI landscape. 

 

II. Literature Review 

1. The Internet Organised Crime Threat Assessment (IOCTA) 2023 published by 

EUROPOL (European Union Agency for Law Enforcement Cooperation) serves as a 

comprehensive strategic analysis report, offering insights into the latest online threats and 

the profound impact of cybercrime within the European Union (EU). The document 

extensively covers three primary typologies of cybercrime, namely cyber-attacks, online 

fraud schemes, and online child sexual exploitation. Each of these crime areas is subject 

to detailed examination in spotlight articles. Key focal points of the document underscore 

the remarkable interconnectedness, adaptability, and resilience exhibited by cyber 

criminals. These adversaries employ a diverse range of services, techniques, and 

infrastructure to execute illicit activities and effectively launder their gains. A central 

theme highlighted in the report is the pivotal role of data in the realm of cybercrime. 

Stolen data emerges as the primary commodity within this illicit economy, wielding 

versatility for criminal purposes ranging from unauthorized access and extortion to fraud 

and identity theft. Moreover, the document not only delineates the challenges posed by 

cybercrime but also identifies opportunities for law enforcement. It underscores the 

critical need for enhanced cooperation, proactive information sharing, bolstered technical 

skills, and the continual evolution of legal frameworks to effectively combat the dynamic 

and evolving landscape of cyber threats. The IOCTA 2023 thus stands as a crucial 
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resource for understanding, addressing, and mitigating the multifaceted challenges posed 

by cybercrime in the EU. 18 

2. In another research published by M. Caldwell, J. T. A. Andrews, T. Tanay and L. D. 

Griffin titled “AI-enabled future crime” the focus is on the exploration of the potential 

intersection between artificial intelligence (AI) and future criminal activities. The authors 

conduct a thorough review of AI-enabled future crime, developing a taxonomy to assess 

the varying threat levels associated with different criminal applications of AI. They 

compile examples from diverse sources, categorizing interactions between AI and crime 

based on their relationships and the involved technologies or vulnerabilities. The section 

includes insights from a two-day workshop titled 'AI & Future Crime,' which brought 

together representatives from academia, law enforcement, defences, government, and the 

private sector. Specific instances of AI-assisted future crimes are detailed. This includes 

the use of AI for online eviction, manipulating platforms to harm specific users or groups, 

and the concept of "burglar bots" small autonomous robots designed to access premises 

through small openings and aid human burglars. The section also explores threats 

involving the evasion of AI detection, undermining AI-based triage and automation in 

policing and security. Additionally, AI-authored fake reviews are discussed, highlighting 

the potential for automatic content generation to create deceptive impressions on 

platforms like Amazon or TripAdvisor. Overall, this research collectively provides a 

comprehensive examination of the potential applications and threats associated with the 

intersection of AI and future criminal activities.19 

3. Another report published by the EUROPOL the EU Serious and Organised Crime Threat 

Assessment (SOCTA) 2021 outlines key findings, emphasizing the adaptable nature of 

criminal groups and their utilization of violence, corruption, money laundering, legal 

business structures, and technology. It also addresses the impact of the COVID-19 

pandemic on crime, identifying major threats like drug trafficking and cybercrime. It 

delves into specific aspects, including "Violence as a service," internal and external uses 

of violence, abuse of legal business structures, and links between crime and terrorism. 

Also covers online child sexual abuse, non-cash payment fraud, cyber-frauds, and the 

trade in illegal drugs and firearms. It discusses various online fraud types affecting the 

EU, while also exploring topics such as counterfeit goods, organized property crime, and 

                                                      
18 Internet organised crime threat assessment (IOCTA) 2023 (2023), 

https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-%20EN.pdf (last visited 

Dec 28, 2023). 
19 M. Caldwell et al., Ai-Enabled Future Crime, 9 Crime Science (2020). 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|May 2024 

 

ISSN: 2582-6433 

 
 

 

Page | 11  
 

 

 

the impact of the COVID-19 pandemic on crime. Lastly, it focuses on the economic 

crisis's impact on crime, addressing fraudulent access to COVID-19 support funds, loss 

of public revenues, criminal takeovers of EU-based companies, and the closer proximity 

of EU citizens to organized crime due to economic hardships.20 

      

III. The Nexus Between Organized Crime and AI: An Inquiry into the Nexus 

A. Overview of Alleged Connections  

1. Financing AI Projects: 

The connection between organized crime and AI is not limited to exploiting technological 

advancements; it also extends to the financing of AI projects. Criminal organizations, seeking to 

diversify their revenue streams, may clandestinely invest in or fund AI initiatives. This financial 

infusion could come in various forms, including direct investments, money laundering schemes, 

or collaboration with seemingly legitimate enterprises engaged in AI development. The 

motivation behind such investments may range from the desire to control AI-driven technologies 

for illicit gains to using AI as a tool to enhance traditional criminal activities. 

  

Understanding the financial ties between organized crime and AI projects is crucial for assessing 

the potential influence criminal entities wield over the development and deployment of AI 

technologies. It also highlights the need for enhanced financial scrutiny within the AI industry to 

curb the infiltration of illegitimate funds. 

  

2. Exploiting AI for Criminal Activities: 

The nexus between organized crime and AI becomes particularly ominous when criminal entities 

exploit AI technologies for their illicit operations. This involves leveraging AI tools and 

algorithms to enhance the efficiency and effectiveness of various criminal activities. Examples 

include using AI for money laundering, fraud detection evasion, identity theft, or even 

orchestrating cyber-attacks with unprecedented sophistication. 

 

The utilization of AI in criminal enterprises not only amplifies the scale and impact of traditional 

criminal activities but also introduces novel challenges for law enforcement and cybersecurity 

experts. This section aims to dissect the methods through which criminal organizations exploit 

                                                      
20 European Union Serious and Organised Crime Threat Assessment (SOCTA) 2021, Europol (2021), 

https://www.europol.europa.eu/publication-events/main-reports/european-union-serious-and-organised-crime-

threat-assessment-socta-2021#downloads (last visited Jan 4, 2024).   
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AI, emphasizing the need for proactive measures to detect and counteract these emerging threats: 

1. Money Laundering: The increased use of automatic shell company creation makes it hard 

to stop money crimes. AI tools help in making fake businesses and bank accounts easily, 

which then hides bad funds from being found out. Criminals use AI to detect patterns and 

avoid money laundering checks. They train models to beat old detection methods. Another 

worry is trading robots using AI to mess with cryptocurrency.21 They take advantage of 

price changes for money laundering and hide transactions. AI and financial crimes joining 

together need constant work to make detection and stopping methods better.22 

2. Fraud Detection Evasion: AI brings a new form of fraud using fake data creation. It can 

make pretend but also real personal, money and health details. It hides from systems that 

check who we are. AI copies real user actions, making fake accounts or bots that look 

very close to real behaviour. This makes it hard to tell real actions from fake ones. The 

mix of AI and data makes it hard to keep things safe. It needs constant watchover as bad 

people change their tricks all the time.23 

3. Identity Theft: AI has made cyber threats worse, especially in directed phishing scams. It 

looks at how people act on the internet to make tricky phishing messages that fool victims 

into sharing private details. These attack methods go against old security steps. Deepfake 

is a technology that uses smart AI. It makes fake videos or sounds very realistic, but it's 

dangerous because bad people might steal money and harm someone's name. Using AI in 

making fake emails and creating very realistic videos shows we need better internet 

security steps. It's important to keep a close watch and always come up with new ways of 

cybersecurity. This helps us stay before problems caused by fake intelligence, which 

change all the time.24 

4. Cyber-attacks: AI in cybercrime makes it very hard for computer security. Its quick 

scanning for weaknesses is faster than human investigators. This lets bad guys use these 

unknown weak points before fixes are out and protect people from them. This quicker 

speed can harm online networks, so it needs active steps to protect it from hackers. AI-

powered bad software gets better as it goes along. This makes finding and removing these 

threats harder to do. Automated vulnerability exploitation driven by AI makes the process 

                                                      
21 Percy Venegas, Tracing the untraceable: Ai Network Inference for the dark web and crypto privacy coins    , 

Authorea (2018). 
22 Xiaochen Liu, New characteristics of AI analysis of financial risks and their transmission traceability paths, 4 

International Journal of Big Data Intelligent Technology (2023). 
23 Timo Rademacher, Artificial Intelligence and law enforcement, Regulating Artificial Intelligence 225–254 (2019). 
24 Jeannette Paschen, Investigating the emotional appeal of fake news using Artificial Intelligence and human 

contributions, 29 Journal of Product &amp; Brand Management 223–233 (2019) 
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easier. It lets many bad attacks happen at once without needing much human help. The 

use of AI in bad online actions shows how important it is to have strong and flexible 

cybersecurity systems. This will help fight against smart automated threats from the 

enemy's side.252627 

5. Additional Applications: When AI mixes with crime, it creates a many-sided danger. In 

the drug trade, AI improves transport and delivery routes as well as smuggling paths. It 

makes operations better while avoiding being caught. In human trafficking, AI uses online 

weaknesses to follow people and plan activities. This makes the secret actions even 

sneakier. 

Illegal wildlife trade is another target for AI misuse. Its ability to analyse satellite imagery 

aids in identifying endangered species and coordinating poaching activities, intensifying 

the environmental impact of criminal enterprises. These examples underscore the breadth 

of AI's potential misuse in criminal endeavours, requiring urgent and proactive 

countermeasures to mitigate evolving threats from the convergence of AI and illicit 

activities. 

 

B. Case Studies 

1. Specific Instances Linking Organized Crime and AI: 

Examining specific cases provides concrete evidence of the nexus between organized crime and 

AI. Documented instances of criminal entities directly or indirectly collaborating with AI 

developers, researchers, or businesses offer insights into the motivations and dynamics of this 

association. These cases may involve overt partnerships, coerced collaboration, or even instances 

where criminal entities have infiltrated legitimate AI projects. 

  

Each case study serves as a microcosm, allowing for a nuanced understanding of the multifaceted 

relationships that can exist between organized crime and AI. By delving into these real-world 

examples, this paper aims to illustrate the diverse ways in which criminal organizations are 

entwined with the AI landscape. 

                                                      
25 Mary Corbett & Sayeed Sajal, Ai in Cybersecurity, 2023 Intermountain Engineering, Technology and Computing 

(IETC) (2023). 
26 Philip Treleaven et al., The Future of Cybercrime: AI and emerging technologies are creating a cybercrime 

tsunami, SSRN Electronic Journal (2023). 
27 Alex Mathew, Cybercrime-as-a-service & Ai-Enabled threats, 12 International Journal of Computer Science and 

Mobile Computing 28–31 (2023). 
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• An article by Forbes highlights a concerning incident involving a voice deepfake swindle. 

In this unprecedented case, a CEO was defrauded out of $243,000 as the fraudster utilized 

commercial software to mimic the voice and accent of the German chief executive of the 

parent company. The article details how the fraudster, leveraging AI voice technology, 

called the CEO three times, directing him to transfer funds to a Hungarian supplier and 

subsequently to a Mexican bank account.28 

• In May 2023, researchers at Indiana University Bloomington uncovered a botnet named 

Fox8 operating on the social media platform X (formerly Twitter), powered by ChatGPT. 

This botnet, comprising 1,140 accounts, utilized ChatGPT to generate social media posts 

and engage in interactions, enticing unsuspecting users to click on links leading to 

cryptocurrency websites. The swindle was labelled as "low-hanging fruit" due to the 

widespread popularity of large language models and chatbots. The researchers identified 

the botnet by searching for a distinctive phrase, "As an AI language model...," often used 

by ChatGPT in responses on sensitive subjects. While Fox8 was extensive, its use of 

ChatGPT was characterized as unsophisticated. Micah Musser, a researcher focusing on 

AI-driven disinformation, expressed concerns about the automatic generation of spam 

webpages and suggested that a well-configured ChatGPT-based botnet could be 

challenging to detect, more adept at deceiving users, and more effective in manipulating 

social media algorithms. William Wang, a professor at the University of California, Santa 

Barbara, emphasized the need to study real criminal applications of ChatGPT. The 

discovery underscores the potential risks associated with the misuse of advanced language 

models for fraudulent activities on social media platforms.29 

• The article "NOT REAL NEWS: Altered video makes Pelosi seem to slur words" by 

Associated Press news exposes the manipulation of a video featuring House Speaker 

Nancy Pelosi to create a false impression of her slurring words. The distorted video, 

derived from authentic footage at a conference, gained widespread circulation on social 

media, amassing millions of views. Its emergence coincided with a strained relationship 

between Pelosi and President Donald Trump, who had been questioning her mental acuity. 

The article underscores the deceptive nature of the altered video, clarifying that it does 

not authentically represent the events. Additionally, it highlights a trend where posts 

                                                      
28 Jesse Damiani, A voice deepfake was used to scam a CEO out of $243,000 Forbes (2019), 

https://www.forbes.com/sites/jessedamiani/2019/09/03/a-voice-deepfake-was-used-to-scam-a-ceo-out-of-

243000/?sh=50ecb98d2241 (last visited Jan 1, 2024). 
29 Will Knight, Scammers used chatgpt to unleash a crypto botnet on x Wired (2023), 

https://www.wired.com/story/chat-gpt-crypto-botnet-scam/ (last visited Jan 1, 2024). 
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falsely suggesting Pelosi appears intoxicated or sluggish often circulate on social media 

after her press conferences. This instance serves as a poignant illustration of how 

manipulated media using AI can be employed to disseminate misinformation and shape 

misleading narratives on social platforms.30 

• The article titled "Drones: The latest weapon (and status symbol) of Mexico’s cartels" 

from El País explores the emergence of AI-enabled drones as a novel tool for Mexican 

cartels. Unlike being designed for combat, the drones employed by these cartels are 

commercial products easily repurposed into weapons. The article underscores that the use 

of drones by cartels serves more as a propaganda and marketing tool than a military 

strategy. Experts quoted in the article suggest that while drones may not become a 

significant operational aspect for cartels, they prove effective in intimidation within the 

areas of deployment. Additionally, the article highlights the adoption of drones as a 

fashion statement among cartels, with some groups adopting a special forces aesthetic. 

Overall, the piece provides valuable insights into the utilization of drones by cartels and 

their impact on shaping public perceptions of the cartels' firepower.31 

 

2. Analysing the Modus Operandi: 

To comprehend the depth of the nexus between organized crime and AI, it is imperative to analyse 

the modus operandi employed by criminal entities. This involves dissecting the strategies, tactics, 

and techniques used by organized crime to infiltrate, influence, or exploit AI initiatives. From co-

opting AI developers to deploying sophisticated cyber-attacks and jailbreaking AI Bots and other 

Services32, the analysis of modus operandi provides crucial insights into the evolving nature of 

cybercrime and the utilization of AI as a tool for criminal enterprises. 

  

By discerning the patterns and methodologies employed by criminal organizations, this paper 

aims to contribute to the development of proactive strategies for preventing, detecting, and 

mitigating the impact of organized crime in the realm of artificial intelligence. 

 

 

                                                      
30 BEATRICE DUPUY, Not real news: Altered video makes Pelosi seem to slur words AP News (2021), 

https://apnews.com/article/social-media-donald-trump-nancy-pelosi-ap-top-news-not-real-news-

4841d0ebcc704524a38b1c8e213764d0 (last visited Jan 1, 2024). 
31 Alejandro Santos Cid, Drones: The latest weapon (and status symbol) of Mexico’s cartels EL PAÍS English (2022), 

https://english.elpais.com/usa/2022-02-01/drones-the-latest-weapon-of-mexicos-cartels.html (last visited Jan 1, 

2024). 
32 Maanak Gupta et al., From chatgpt to threatgpt: Impact of generative AI in cybersecurity and privacy, 11 IEEE 

Access 80218–80245 (2023). 
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Delving into Specific Strategies: 

1. Infiltration and influence: Organized crime's infiltration playbook in AI initiatives reveals 

manipulation and theft tactics. This includes planting moles through bribery or blackmail 

to gain access to confidential information and manipulate research agendas. Criminals 

pose as investors or collaborators to establish strategic partnerships, influencing research 

priorities for illicit applications. Financial manipulation, social engineering, and 

exploiting internal conflicts facilitate infiltration. The spoils encompass stolen intellectual 

property, influencing research agendas, and accessing sensitive data for identity theft, 

financial swindles, or large-scale cyberattacks. 

2. Cyber-attacks and data breaches: In the alarming realm of organized crime's cyber 

assaults on AI, their toolkit includes sophisticated strategies like AI-powered malware 

bypassing traditional defences and manipulating data within AI models. Criminal 

organizations deploy AI tools to hunt for vulnerabilities, exploiting flaws in learning 

algorithms and data biases. The weaponization of AI for data manipulation games, such 

as sowing misinformation or manipulating financial bots, is highlighted. Introduction to 

ransomware with an AI twist involves holding entire AI systems hostage for hefty 

ransoms. The spoils encompass stolen training data, disruption of AI-driven operations in 

critical sectors, and potential blackmail and extortion.33 

3. Market manipulation and fraud: Organized crime's incursion into financial markets 

through AI-driven manipulation unveils a disconcerting landscape of deceit and 

automation. Their arsenal includes automated algorithmic trading tactics, deploying self-

learning AI bots to execute lightning-fast trades and exploit arbitrage opportunities34. 

Techniques like front-running, pump-and-dump schemes, and high-frequency trading 

allow criminals to gain illicit profits while outpacing traditional investors. AI is harnessed 

to weaponize misinformation, generate deepfakes, manipulate social media, and conduct 

sentiment analysis to influence investor behaviour and market dynamics. Automation 

extends to fraud schemes, where AI facilitates the creation of hyper-realistic financial 

documents, synthetic identities, and personalized phishing attacks, elevating swindles to 

unprecedented levels of efficiency and scale. This convergence of organized crime and 

                                                      
33 Subash Poudyal & Dipankar Dasgupta, AI-powered ransomware detection framework, 2020 IEEE Symposium 

Series on Computational Intelligence (SSCI) (2020). 
34 N. I. Lomakin, S. P. Sazonov & Y. G. Onoprienko, Developing a AI algorithm for trading the SIH8 futures contract 

at Moex on the basis of Big Data Quantization, Proceedings of the International Scientific Conference “Far East 

Con” (ISCFEC 2018) (2019). 
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AI in the financial realm demands heightened vigilance and innovative countermeasures 

to safeguard market integrity and protect against automated fraudulent activities.35 

4. Weaponization of AI: The nexus of organized crime and AI casts a foreboding shadow 

beyond financial manipulation and data breaches to the dark potential of AI's 

weaponization for targeted attacks. The alarming aspect lies in disinformation and 

deepfakes, where sophisticated AI generates realistic fabrications for campaigns 

undermining democratic processes or orchestrating character assassinations. Automated 

cyberbullying emerges as another chilling prospect, with AI-powered bots delivering 

personalized hate speech and conducting mass-scale harassment campaigns.36 The 

ominous trajectory extends to autonomous weapons and cyberwarfare, envisioning AI-

powered systems making autonomous battlefield decisions, executing targeted drone 

strikes, unleashing adaptive malware, and orchestrating unprecedented DDoS attacks. 

This examination of AI's dark potential underscores the urgent need for comprehensive 

safeguards and ethical considerations to mitigate looming threats from the convergence 

of organized crime and advanced artificial intelligence.37 

 

Understanding the Evolution of Techniques: 

1. Shifting targets: Criminal groups are changing how they use AI, as their methods change 

in an ever-moving environment. Instead of focusing on single AI systems, bad guys now 

aim to sneak into and mess with the whole process where AI is made. This includes 

making data bad, changing how algorithms work and taking control of hardware to take 

advantage of weaknesses at different steps. The emphasis is not only on big tech firms but 

also includes smaller startups and businesses that provide data.38 It looks at the connection 

between various partners in a complicated AI system to find weaknesses or gaps they can 

use. The change is caused by better ways of protecting single systems, more effectiveness 

at hitting many in the supply chain and taking advantage of parts that don't have good 

protection within AI. 

                                                      
35 Haris Alibašić, Developing an ethical framework for Responsible Artificial Intelligence (AI) and machine learning 

(ML) applications in cryptocurrency trading: A consequentialism ethics analysis, 2 FinTech 430–443 (2023). 
36 Muhammad Mudassar Yamin et al., Weaponized AI for cyber attacks, 57 Journal of Information Security and 

Applications 102722 (2021). 
37 Surendra Singh & Prashant Hans Yadav, Necessity of nuclear disarmament in terms of increasing cyber attacks 

and AI technology, 7 RESEARCH REVIEW International Journal of Multidisciplinary 152–157 (2022). 
38 Saslina Kamaruddin et al., The quandary in data protection and rights to privacy of AI technology adoption in 

Malaysia, 2021 Innovations in Power and Advanced Computing Technologies (i-PACT) (2021).  
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2. Increased automation and intelligence: In the world of organised crime groups, working 

with AI has changed from control to a scary friendship where people use AI just like 

accomplishes. This means using AI-powered bots to commit crimes beyond imagination, 

hacking attacks and social engineering.39 It helps with things on a large scale. AI is used 

in crime to make intelligence better. It helps look at big data, study social media posts and 

use predictive methods for crimes. The tools also include ways to fight against detective 

work. AI is used for hiding information, making fake proof and using anti-forensics 

tricks.40 

3. Collaboration and internationalization: Organized crime's adoption of AI propels criminal 

activities into a global arena, transcending geographical boundaries and presenting a 

complex challenge for law enforcement. This evolution involves distributed cyberattacks, 

global money laundering rings, and AI-facilitated human trafficking networks operating 

seamlessly across borders. The shift towards international collaboration among criminal 

networks is driven by shared expertise, exploitation of legal loopholes, and the 

decentralized and resilient nature of operations. The global threat landscape includes 

thriving dark web marketplaces, widespread cryptocurrency adoption, and the rise of 

"cyber-mercenaries" offering AI expertise to criminal entities.41 

  

IV. Risks and Consequences: Legal Overture at the Intersection 

A. Ethical Implications 

1. Misuse of AI for Criminal Purposes:  

The infiltration of organized crime into the realm of AI introduces profound ethical concerns, 

particularly regarding the potential misuse of AI technologies for criminal purposes. AI, designed 

to enhance efficiency and improve various aspects of life, can be perverted by criminal entities 

to amplify the impact of illicit activities.42 This may involve using AI in money laundering, 

autonomous cyber-attacks, or the creation of deepfakes for extortion and manipulation. 

 

                                                      
39 Malicious uses and abuses of artificial intelligence, Europol, https://www.europol.europa.eu/publications-

events/publications/malicious-uses-and-abuses-of-artificial-intelligence (last visited Jan 1, 2024). 
40 Syed Minhaj Hassan, Study of Artificial Intelligence in cyber security and the emerging threat of AI-driven cyber 

attacks and challenge, SSRN Electronic Journal (2023). 
41 Eleonore Pauwels & Sarah W. Deton, Hybrid emerging threats and information warfare: The story of the cyber-

ai deception machine, 21st Century Prometheus 107–124 (2020). 
42 William Arome Adah, Nathan Adelola Ikumapayi & Haruna Bashir Muhammed, The ethical implications of 

Advanced Artificial General Intelligence: Ensuring Responsible AI development and deployment, SSRN Electronic 

Journal (2023). 
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Examining the ethical implications of the misuse of AI by criminal organizations necessitates a 

revaluation of the safeguards in place for AI development and deployment. It calls for robust 

ethical frameworks, stringent regulations, and collaborative efforts across industries and 

jurisdictions to prevent the exploitation of AI for criminal purposes.43 

  

2. Impact on Public Trust in AI Technology: 

The revelation of organized crime's involvement in AI has broader consequences on public 

perception and trust in technology. As AI becomes increasingly integrated into daily life, 

concerns about its security and ethical use directly influence public trust. Instances of AI being 

manipulated by criminal entities erode confidence in the technology's reliability and safety. 

 

To maintain and rebuild public trust, it is essential to address these ethical concerns transparently. 

This involves implementing accountability measures, ensuring ethical standards in AI 

development, and fostering open communication about the risks associated with AI technology. 

By actively addressing these ethical implications, stakeholders can work towards building a 

foundation of trust that is crucial for the responsible evolution of AI in society.  

 

V. Countermeasures and Solutions: Navigating  

Countermeasures in the Nexus 

 A. Strengthening Cybersecurity Measures 

1. Collaboration between technology companies and law enforcement: 

(i) Establish formal information sharing protocols: Creating safe and usual ways to share 

cyber danger information fast. This covers AI-related attack plans, virus signatures, and 

tactics used by Silicon Syndicate gangs in real-time. 

(ii) Create public-private partnerships: Work together on research and development projects 

to find out new AI-driven hacking dangers before crime groups make them dangerous. 

(iii) Implement joint cybercrime training programs: Make special learning classes for cops 

and people in tech companies. They should learn about crime hunting, fixing problems, 

and doing tests using AI tools from computers or phones. 

                                                      
43 Jessica Baumberger, Unveiling ai’s existential threats and societal responsibilities, 1 Filozofia i Nauka 65–80 

(2023). 
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(iv) Establish international cybercrime task forces: Make special work teams from different 

areas to focus on the activities of Silicon Syndicate across borders. They should collect 

shared information, be in charge together during raids and take back stolen stuff they got. 

(v) Incentivize responsible AI development: Give tax breaks, money help or law rules to tech 

firms working with the police and doing right on AI. 

(vi) Appointment of Nodal Officers in Big Tech or firms using AI or providing AI services to 

Manage the Data on which the AI is being trained and also the Manage filter and change 

the data as required by the norms. 

 

2. Regulatory frameworks: 

(i) Develop international AI control regimes: Work out and put into practice different 

international agreements that focus on the wrong use of AI tech, like current plans for 

chemical or nuclear weapons. 

(ii) Standardize national AI licensing and auditing procedures: Set up shared rules for 

granting licenses to creators of AI and checking their systems for likely weaknesses or 

unfairness. This can stop bad people from misusing them. 

(iii) Regulate the use of AI-powered autonomous systems: Create laws to control how self-

learning AI systems are used fairly and responsibly, especially when there is a risk of 

crime like in banking or driving cars without drivers. 

(iv) Require mandatory risk assessments for AI projects: Make complete checks on all projects 

involving AI, especially the ones that can badly affect society. This will help spot and sort 

out possible wrong use by criminal tech groups like Silicon Syndicates. 

(v) Increase law enforcement capabilities for AI forensics: Put money into special teams for 

fighting computer crimes in police organizations. They should have the right tools and 

knowledge to look at attacks using AI technology and then gather proof that can be used 

in court cases against criminals who created such incidents. 

  

 B. Ethical AI Development: 

1. Ensuring transparency and accountability: 

(i) Invest in XAI research and development: Help improve ways of understanding AI called 

Explainable AI (XAI) such as counterfactual explanations, finding important features and 

easy-to-understand models. This will make the decision-making part of AI clearer for 

people to understand how it works. 
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(ii) Implement human-in-the-loop systems: Make AI systems with safety features that involve 

human control and help with important choices. This is very needed for big uses where 

the actions of fully automatic AIs have a lot of risks, especially those things which could 

potentially harm people or cause larger problems if something goes wrong significantly. 

(iii) Develop algorithmic bias detection tools: Make tools and marks with smart AI to find and 

fix possible biases in training data. This will stop unfair results when using tech designed 

by computers. 

(iv) Establish independent AI ethics review boards: Set up separate groups filled with different 

types of experts to check and review AI systems before they are used. This will make sure 

that these systems follow good values, and ethical rules, and test their possible effects on 

people or situations in common English words. 

 

2. Implementing ethical guidelines: 

(i) Develop industry-specific AI ethics frameworks: Make different rules and best ways for 

AI in areas like health, money or police. Each could fix separate problems that come with 

the job. 

(ii) Promote AI literacy and ethical reasoning among developers: Put training on ethics and 

learning into AI-making programs. Make sure developers know how to build good 

systems with responsibility using the knowledge they gained this way. 

(iii) Encourage user empowerment and control: Make AI systems that help people to learn, 

challenge and choose not to be influenced by decisions made by AI. This will give more 

power back to your own hands while stopping anyone from playing tricks on you. 

(iv) Create data trusts and governance frameworks: Set up safe and clear rules to keep control 

of important data used in making AI. This stops it from being misused and makes sure 

good practices with this kind of information are followed. 

(v) Hold public consultations and dialogues on AI ethics: Start conversations with the public 

about what is right and wrong in AI. Make sure to hear different opinions from many 

people, not just a few. Use that input when making rules for moral behaviour in artificial 

intelligence development. 

  

V. Conclusion: Echoes of Legal Wisdom in the Nexus 

The shadows of organized crime have stretched into a chilling new domain: the silicon void of 

artificial intelligence. Our research unveils the unsettling rise of "Silicon Syndicates," where 

criminal cartels weaponize AI for their nefarious operations. This unholy matrimony breeds 
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sophisticated cybercrime, financial chicanery, and even autonomous criminal acts, casting a long, 

menacing shadow over individual privacy, national security, and global stability. 

 

The tentacles of this Modern hydra reach ever deeper44. Malicious AI weaves webs of 

disinformation orchestrates targeted cyberattacks with surgical precision and even automates 

illegal activities with chilling efficiency. Given the fact that ChatGPT and other similar AIs can 

pass the Turing test, if they become sentient then the future can be murky.45 We stand at a 

precipice, gazing into a future where rogue algorithms hold sway, manipulating markets, sowing 

discord, and potentially unleashing autonomous mayhem. 

 

Ignoring this chilling prospect is akin to sleepwalking toward disaster. Therefore, we must 

illuminate the path forward with the searing light of research. Delving deeper into these Silicon 

Syndicates' evolving tactics and tools is paramount. We must dissect their vulnerable systems, 

identifying chinks in their digital armour. International collaboration, a potent arsenal against 

cross-border AI-driven crime, must be forged immediately. 

 

But our gaze must not remain solely fixed on the technical battlefield. The socioeconomic ripples 

of this trend demand profound analysis. Will AI-powered crime displace jobs, widen inequality, 

and exacerbate social unrest? These are questions that cannot be ignored if we are to build a future 

where technology empowers, not estranges. 

 

Ultimately, the battle against the Silicon Syndicates hinges on a collective commitment to ethical 

AI development. We must weave ethical threads into the very fabric of AI, from its nascent design 

to its final deployment. Regulatory frameworks must be fortified, wielding legal thunderbolts 

against those who would corrupt this powerful technology. 

 

Finally, the public cannot be kept in the shadows. Public awareness campaigns must illuminate 

AI's potential dangers and benefits, empowering individuals to navigate this complex landscape 

with vigilance and responsibility. 

 

The narrative of the Silicon Syndicates need not be one of inevitable doom. We possess the 

agency to rewrite the ending, crafting a future where AI serves as a beacon of progress, not a tool 

of darkness. Let us rise to the challenge, hand in hand, and ensure that the silicon age becomes 

an era of collective empowerment, not criminal dominion. 

                                                      
44 Supra 20. 
45 CHATGPT broke the turing test - The Boston Globe BostonGlobe.com, 

https://www.bostonglobe.com/2023/11/13/opinion/turing-test-ai-chatgpt/ (last visited Jan 5, 2024)  

http://www.ijlra.com/

